Kansas Information Security Office
Information Security Services Matrix 2020

Cybersecurity Services

Enterprise Security Services (ESS) — these services are included within the OITS “Node” or “Router” rate, they are
available to all organizations connecting to the State enterprise data network (KANWIN).

SLA-Based Managed Security Services (MSS) — Under the MSS ‘umbrella’, two cybersecurity contract services are
available, they are Technical Security Services (TSS) and Information Security Officer (1SO) services.

Other — Ad Hoc cybersecurity services

MSS

Service ESS TSS Services ISO Services Other Services

Cybersecurity Awareness Training

External Cybersecurity Scoring

Cyber Hygiene Scoring

Internet Firewall Administration

Internet Intrusion Prevention

Website Filtering

Application Filtering

24x7 Internet Security Monitoring

X| X| X| X| X| X| X| X| X

Security Information and Event
Mgmt. (SIEM)

Website Certificates

Intelligent Central Logging

Application Firewalls

Load Balancing

Host Vulnerability Scanning

Application Vulnerability Scanning

Behavioral Analytics

x| X| X| X| X| X| X| X

Secure Virtual Access for Vendors
and Contractors

Advanced Email Filtering

Continuous Monitoring X

Custom Website Filtering

Custom Application Filtering

x| X| X| X

Local Security Controls
Administration (FWs, IPS, etc.)




Custom Reporting

Compliance Management

Governance

Contract Security Compliance
Review

x| X| X| X

Project Security Compliance

Risk and Security Assessments

Incident Response Development

Custom Cybersecurity Training

Cybersecurity Consulting

x| X| X| X| X

Dedicated Security Staff
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