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Introduction
Overview
The Kansas Cybersecurity Act applies to all Executive Branch agencies and requires them to:
· Ensure that an agency-wide information security program is in place;
· Implement policies and standards to ensure that all the agency's data and information technology resources are maintained in compliance with applicable state and federal laws and rules and regulations; and
· Implement appropriate cost-effective safeguards to reduce, eliminate or recover from identified threats to data and information technology resources.
The objective of this assessment is multifaceted: 
1. Document the agency’s controls using a common framework.
2. Identify, document, and assess the maturity of the agency’s information security program and controls.
3. Develop a roadmap for all Executive Branch agencies to ITEC policies and KISO ISO supported cabinet agencies to NIST moderate and non-cabinet agencies to NIST low. 
4. Provide leadership with a rollup of their information security program and where the ISO recommends, they allocate resources (people or dollars). 
5. Provide CISO & Deputy CISO with a benchmark to report the state of the state’s information security maturity to the IT Security Council. 
Intent
The intent of this assessment is to measure the maturity of an agency’s information security program by giving the Information Security Officers (ISO) and agency leadership a high-level overview of the scope, execution, and strategy components of the agency’s security program and compliance audit readiness.  This is not a single instance assessment; it is a reference that will be continually updated to track status and drive change.  
This role of this guide is to assist Information Security Officers by giving them instructions to complete the assessment, develop and maintain the reports determine areas for security program improvement, and mechanisms for keeping it up to date. 
Instructions
Before conducting the assessment, it is highly recommended the ISO responsible for conducting the maturity assessment utilize Microsoft Teams as a hub for information sharing and storing documents, developing and tracking the project plan and milestones, and management of reports to management. 
ISO’s who chose to use Teams for the assessment have the discretion of adding a new channel to a Teams site the agency is already using or requesting a new site.  To submit a request a request for a Teams site, fill in the request with the following information (Image #1).  
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(Image #1)
Teams
The purpose of the Teams site is to centralize everything to this one spot.  This will ensure access is limited to appropriate personnel and so efforts are not managed through email.  
(Image #2)
Information Type Identification – (Information Types Tab)
To begin the assessment, the ISO needs to obtain information from the agency regarding the type of information the agency stores, processes, or handles. 
1. Identify several of the types of information stored, processed, or handled by the agency using the information types sourced from NIST SP 800-60v2r1. Using the NIST predefined models allows for a consistent approach for rating confidentiality, impact, and availability.
a. Line of Business - or “areas of operation” describe the purpose of government in functional terms or describe the support functions that the government must conduct in order to effectively deliver services to citizens.
b. Information Type - A specific category of information (e.g., privacy, medical, proprietary, financial, investigative, contractor sensitive, security management) defined by an organization or in some instances, by a specific law, Executive Order, directive, policy, or regulation. [FIPS 199]. The intent is to ensure we capture the highest rating of information possible.  For large agencies, try to incorporate at least one information type from each department.  
c. If the agency believes the rating is higher or lower than the predefined values, select the cell directly below the rating and select one of the available options and provide a comment as to why the rating was increased or decreased.   
	Line of Business
	Information Type
	Confidentiality
	Integrity
	Availability
	Comments

	Regulatory Development
	Public_Comment_Tracking
	Low
	Low
	Low
	 

	 
	 
	 
	Mod 
	 
	Lorem Ipsum


Scoping the Assessment – (SPMA tab)
2. By default, the scope of the maturity assessment (SPMA tab) is limited to only ITEC controls (Column J).  For assessments of maturity relative to specific ITEC policies, click the plus sign (+) to display specific ITEC policies if further filtering is necessary. 
3. The objective of this assessment is to evaluate the maturity of the agency’s security program as a whole and not the controls of a specific system. However, certain system controls require assessment to determine maturity of the program.  Where the assessment requests the ISO to review system controls (NIST Control Type.), the ISO should review the following:
a. Audit and Accountability Controls
i. Windows Event Logging
ii. Firewall Logging
iii. Intrusion Detection Systems
b. Access Control\Identification & Authentication
i. Windows Group Policy
ii. Active Directory Groups
4. Identify the originator of the controls by determining if specific controls are provided by the agency, OITS, or another third party. 
Process Control Owner – (SPMA tab)
1. Identify the owner or department responsible for implementation of any corrective actions. 
2. For controls with maturity ratings less than five (5), specify what is absent or misconfigured from the agency’s program or control. 
Control Analysis – (SPMA tab)
1. To support maturity scores, ISOs will need to document how they came to their conclusions.  In the control analysis field document information such as individuals interviewed and/or any documentation or settings reviewed.
Scoring Maturity – (SPMA tab)
1. Assess the maturity of the control by selecting the appropriate maturity score from 1 (lowest) to 5 (highest) {See appendix A for the entire table}. If a control is provided by OITS, reference the score from the OITS assessment.  Example – KDOL firewalls are managed by KISO.  The maturity of KISO’s firewall controls will be inherited from the OITS assessment.  By referencing the controls from this perspective gives ISO’s a metric for determining the impact severity of a less mature control. 
Gaps – (SPMA tab)
1. Document any gaps identified within the boundary of the control.  This could be the lack of certain policies, standards, or procedures; partial implementation of security system functionality; or the complete absence of a security process or tool.



Plans of Action and Milestones – (POA&M tab)
1. Once the initial assessment is completed, the ISO should proceed to update the Plans of Action & Milestones by copying over each item scored less than a five (5).  
2. Fill in the appropriate fields on the POA&M tab with values from the SPMA tab. An explanation of the type of data to provide or pull from the SPMA is listed underneath each column headings along with examples. 
3. After accumulating the results, the ISO should review the identified gaps and develop recommended resolution plans for each of the gaps with a maturity score less than 5. Potential resolution plans might include options such as establishing new or modifying current policies, standard, or procedures, making changes to current business/IT processes, or purchasing new systems. Contact the CISO or Deputy CISO to find out if there are any central office services that may be available or planned. 
4. Once proposed solutions are identified for each of the gaps, the ISO will meet with agency leadership to obtain buy-in/approval and determine prioritization for recommended resolution plans. For the agency to understand the potential level or timeframe for resolution the following prepopulated options are provided. This information is important as it will be used for a strategic planning chart. 
a. ≤ 30 days (Immediate Actions)
b. 1 – 3 months (Quick Wins)
c. 3 – 6 months (Near Term)
d. 6 – 18 months (Multi Phased Integration)
e. 18 – 36 months (Long Term)
Roadmap Development
Microsoft O365 has a Milestones application that is a fantastic resource for project management.  The ISO is encouraged to use this app as a tool for development and tracking the security maturity roadmap.  Use the information from the POA&M to create the project plans in Milestones. For ISO’s that do not want to use the Milestones app, all milestones should be tracked in the POA&M or on a project plan spreadsheet.  The important thing is that the project plan stay within the Teams site/channel.  
The link provided are instructions to add and configure the Milestone app https://docs.microsoft.com/en-us/power-apps/teams/milestones.  Once the app is added to the channel, the next step is to develop the project plan and milestones.  Separate project plans should be created for each of the major recommendations, with the maturity phases of 1 to 5 as the milestones. Mapping the phase levels should hopefully make it easier to track and report to management the status of each individual project.  
Below is an example of creating a project plan based on a recommendation to implement multi-factor authentication (MFA) for an agency that does not have a policy for MFA.  
· Phase 1 (Initial) would be to implement a policy or add language to a current policy
· Define the minimum requirements
· Establish use cases
· Phase 2 (Reactive) would be to determine viable options for MFA 
· Submit a project plan for an MFA solution
· Use the policy to define who needs MFA and in what capacity
· Determine if the KISO has a solution
· Phase 3 (Defined)
· Begin development of operational change documentation such as end user communication, procedures for management and issuance of tokens (if that is the mechanism chosen). 
· Determine who will monitor for unusual or unauthorized activity
· Phase 4 (Managed)
· Single or multiple solutions have been implemented
· Procedures are operationalized.
· Routine monitoring for unusual or unauthorized activity is performed.
· Incident management playbooks are documented for lost or compromised accounts.
· Phase 5 (Optimized)
· A central MFA solution is implemented across the agency
· SOAR playbooks automatically lock accounts based on behavior triggers
Reporting
Once the project plans have been developed, the results of the assessment and projects need to be tracked and reported to the agency head.  If the agency head has not already been added to the Teams channel for the maturity assessment, added them now.  Ideally, since the information is stored in Teams and the agency head has access, they should be able to review the information as needed.  However, that may not be the case.  At a minimum, ISOs should meet quarterly with the agency head to review the status of the maturity reports.  
Below are the reports to include in the Security Program document.  This is the report ISOs will present to the agency head once the maturity assessment is completed.  The objective of this report is to present to the agency head the findings from the assessment, plans to advance the maturity of the security program, and gaining endorsement from the agency head on the direction of the plan.  
Execution
The focus of this report is to present to management tracking and trending maturity scoring against the NIST control families. 
· Start: These scores are populated from the initial assessment.  The formula used to populate the information is below.  It is designed to pull the overall average of the maturity score from column Y if the category matches the name of the NIST control family in column A. The score is rounded to the near single digit.  IFERROR(MROUND(AVERAGEIFS(SPMA!$Y$2:$Y$1013,SPMAtable[Security Control Family],A3,SPMAtable[Control Origination],"Agency"),1),1)
· Previous:  This is the maturity score prior to the current review or update. This score is modified by the ISO.  
· Current:  This is the most current maturity score.  This column is also modified by the ISO. 
· Trend: Trending is intended to provide a quick reference for management highlighting any positive or negative movements maturity.  Likely this information will be pulled from the POA&M tab.  
Vulnerability Management
Included within each agency’s security program are dashboards for reporting patch management status.  These reports are based on the Tenable.sc dashboard titled, “Getting Started with Tenable.sc Using SLA.”  
The link provided explains the steps to add a template-based dashboard to Tenable.sc. https://docs.tenable.com/tenablesc/Content/AddTemplateDashboard.htm.  
1. Once on the Dashboard Template page, type “Getting Started with Tenable.sc Using SLA.”  The template should be the top result. Click on the template,
2. Scroll to the bottom of page and under focus,
3. Select the targets in scope according to the repository, (workstations, servers, agents)
4. Click “Add.” 
The dashboard will need to be modified in order to produce the appropriately sized dashboards. 
1. Click on In the upper-right corner of the page, 
2. Click the Options drop-down button,
3. Click Manage Dashboards,
4. Click the box next to the “Getting Started with Tenable.sc Using SLA” dashboard
5. Select the More drop-down,
6. Click the “Edit” button. 
7. Rename the dashboard to “Patching-SLA” - Repository (example Patching-SLA DofA Nessus Agents)  
8. Change the layout to the two-column option (second option from the left).
9. Submit
Add the following dashboards to the Security Program.  These will be updated and presented to management on a quarterly basis.  
· Vulnerability Summary – 3-Month Trend of Vulnerabilities
· SLA Progress-Unmitigated Vulnerabilities
· SLA Progress-Mitigated Vulnerabilities (Last 365 days)
· Track Mitigation Progress-Vulnerability Summary by Severity
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Appendix A.
	Score
	Maturity Level
	Description
	Examples

	1
	Initial
	Individuals do it, but it is defined mainly on tribal knowledge and answers will vary between teammates, department, or business units.  
	· No policies, general processes are word of mouth.

	2
	Reactive
	An owner has been identified some documentation exists but there is a lack of formal documentation.
	· Manual adjustment to user permissions in systems.  
· No annual security training and if it is provided, it is old and outdated.  
· Risk and security assessments are not conducted for systems.  
· Most roles are undefined. 
· Tools like firewalls and antivirus are installed and managed but by a single individual without a backup. 
· Unsupported operating systems exposed to the internet

	3
	Defined
	An owner is identified and held accountable for the area; formalized policies and procedures exist.    
	· Security tools in place such as a SIEM, MFA, vulnerability scanning tools, full disk encryption, and IDS/IPS. 
· Role Based Access is enforced and there is a defined process for adding and removing permissions. 
· Security and risk assessments are based on Microsoft products like spreadsheets and word documents.  

	4
	Managed
	Meets the maturity level of Defined and is either audited by management or third parties with consistent positive results.   Controls are largely automated. 
	· Policy compliance reports are produced and reported to management regularly.  
· Risk and security assessments are based on historical data gathered from systems. 
· Security is shifted left in the DEVOPS.
· SOAR tools implemented 

	5
	Optimized
	Processes are automated and analyzed for continuous improvement.  Security is part of the overall culture.  
	Fully implemented tools such as GRC system with automated testing and attestation of controls, Identity and Access Management,  



Appendix B.

Below you will find our list of keys to successfully navigating the NIST 800-53 Controls as a part of our strategy to meet compliance, these goals may change over time as your plan progresses:  
· Understand and document the scope of sensitive information in our organization, this is a key foundational element to understanding what the controls ultimately protect.
· Ensure our organization has the functional operators of the controls defined.  This means having Data Owners, Stewards, Privacy Officer, Information Security Officer, as well as other key managerial titles documented as a part of your security plan.
· Develop a security plan.  This will demonstrate the agencies push to implement best proactive security and drive to for continual improvement as well as a means for structuring our security initiatives towards an organized and achievable goal.  It also serves as preliminary evidence of our due diligence.
· Work to ensure that agency processes are documented and aligned to each control and sub control.  This will enable the agency to know upfront where it stands with overall compliance as well as develop its Plans OF Action and Milestones (POA&Ms).  Work to document each control’s location and evidence of implementation and continual review.  
· Document a roadmap to execute security POAMs Track the plan, drive towards continual improvement.
· Document exceptions where the agency is unable to comply with controls along with the rationale linked to the risk management or roadmap as appropriate.   
· Work with partners to help fortify our overall security posture.
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