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Date: __________________________
Intro:  This questionnaire contains a subset from the standard set of questions developed in accordance with our assessment methodology.  The answers to some will not be known.  

This is document with any and all addendums is required for all Risk Assessment, Certification package.

System Characterization

What is the name of the system/application? (please spell out the 

acronym)  (Also, add to "Interviewee Record" section.)

Who are the system owners (e.g. agency), managers (e.g. 

system, operation), and users? (Need organization, names, and 

Please describe the purpose (or mission) of the 

system/application.  What is the mission of the user organization?

How does the system relate to the agency mission?  How 

important is the system/application to the successful completion of

 the agency's mission?

What information types are generated, consumed, processed, 

stored, and retrieved by the system?  What is the criticality of the 

system and its information types?  What are the requirements for 

the information confidentiality, availability, and integrity?

How is information processed in the application from system input 

to system output?

What types of data and processing are provided to the user organizations?

If this is a general support system, what applications does it 

Describe the primary computing platform(s) in use.  (Include 

client/server hardware, database and operating system versions, 

and communications resources where applicable.)

Are there any environmental or technical factors (dial-up lines, 

open network, etc.) that raise special security concerns?

What are the system-to-system interfaces/interconnects?  (Want 

other system/application connections)  How are they supported?  

Do they have interface control agreements?  How is the risk 

Is there a written authorization (MOUs, MOAs) for these 

interconnections?  (Get a copy of these)

What protocols are in place (e.g. FTP, TCP, telnet, rsh)?  What 

encryption technologies are in place?  (If any, ask for detail on 

how it is used.)

What type of security software is in use for the platforms that the 

system/application resides on (e.g. Top-Secret, ACF2, Firewall)?  

Was the security of the system tested?  (When?)

If known, Are you aware of any state/federal laws that are 

applicable to this system?  If so, what are they?  (Ask for a list)

If known, Are there any organizational regulations or directives 

that govern the system?  (Will you provide a list?)
Configuration Management

Is there a configuration management plan and how often is the 

plan evaluated?

Describe the formally established (documented) configuration 

management roles, responsibilities, and procedures.

How are changes to the information system authorized by 

appropriate organization officials (how is configuration control 

maintained)?

How are personnel involved in configuration management trained 

and made familiar with the organization's configuration 

management process?

What tools are used to produce audit trails of program changes, 

maintain program version numbers, record and report program 

changes, maintain creation/date information for production 

modules, maintain copies of previous versions, and control 

What type of production program changes are periodically 

reviewed by appropriate organization officials to determine 

whether access controls and change controls are being followed?

Describe the configuration management process and its 

relationship to the IT architecture plans.

How is distribution of new software (including patches) controlled?

How are software licensing agreements enforced and violations of

 those agreements prohibited?

What restrictions are there on the use of personal and public 

domain software and how are those restrictions enforced?

How is the name, brand, type, model, version/release number, 

and physical location of each information system component 

(hardware, software, and firmware) identified and documented?

Is a current and comprehensive baseline inventory of all hardware

 and firmware (to include manufacturer, type, and version) 

maintained as part of the configuration management plan?

Are Backup copies of the inventory adequately protected?

Is all system software current and with complete documentation?

Is the current configuration information is routinely validated for 

accuracy?

Are there information system diagrams and documentation on the 

setup of routers, switches, guards, firewalls and any other devices

 facilitating connections to other systems?

For distributed information systems, are there software distribution

 implementation orders including effective date provided to all 

locations?

Do change control mechanisms maintain control of changes to 

hardware, software, and security mechanisms?

How are system components tested, documented, and approved 

(operating system, utility, applications) prior to promotion to 

production?

Are program changes moved into production only upon 

documented approval from users and appropriate officials who are

 responsible for system development?

Are software change request forms used to document requests 

and related approvals?

Describe the change control process employed (including routine 

and emergency changes).

Is access to all programs, including production code, source code,

 and extra program copies protected by access control software 

and operating system features?

Is access to system software restricted to a limited number of 

personnel, corresponding to job responsibilities?

Is the use of privileged system software and utilities reviewed by 

appropriate organization officials periodically to ensure that 

access permissions correspond with position descriptions and job 

How are system programmers’ activities monitored and reviewed?

Are all accesses to information system software files logged by 

automated logging facilities?

Is the installation of all information system software logged to 

establish an audit trail/log and reviewed by appropriate 

organization officials?

Is the information system periodically reviewed to identify and 

eliminate unnecessary services (e.g., FTP, HTTP, mainframe 

supervisor calls)?

Are protocols that would introduce an unacceptable level of risk 

disabled?

Are available processes/services minimized based on the concept 

of least privilege?

How are default settings of security features on the information 

technology products employed within the information system set to

 the most restrictive mode compatible with system operational 

requirements?

Are vendor-supplied passwords for component products in the 

information system changed?

How is the operating system configured to prevent circumvention 

of the security software and application controls?

Is there an organization reference document such as a security 

recommendation guide (SRG), security technical implementation 

guide (STIG), or security checklist used as the primary source for 

security configuration of the system?

Is each information system boundary interface configured to 

ensure that all (incoming and outgoing) communications protocols,

 services, and communications not explicitly permitted are 

Are trust relationships among hosts and external entities 

appropriately restricted to the minimum level necessary to 

accomplish mission tasks?

Are security attributes of each network service clearly described?

Are privacy policies in effect posted on appropriate information 

systems (including web sites) within the organization?
Review of Security Controls

Are assessments of the information system conducted to 

determine if security controls are correctly implemented and, as 

implemented, are effective in their application?

Are assessments of the information system conducted to ensure 

that security applicable laws, Executive Orders, directives, 

policies, regulations, standards, and guidelines are met?

Are  security controls assessments conducted: (i) prior to initial 

operational capability and authorization to operate; (ii) prior to 

each reauthorization to operate; or (iii) when a significant change 

to the information system occurs?

Are Vulnerability assessment tools used by the organization and 

are personnel trained in their use?

Does the organization conduct periodic testing of the security 

posture of the information system by scanning the system with 

vulnerability detection tools?
System Development Life Cycle

What Life Cycle Model was used to develop this system?

What stage of the life cycle is the system in?

Do solicitation documents for the information system (e.g., 

Requests for Proposals), include security controls and security 

test and evaluation procedures?

Is there a discrete line item for information security (or information 

assurance) established in programming and budget 

Are appropriate security controls for the information system and 

associated security test and evaluation procedures developed as 

part of the procurement action?

How are network ports, protocols, and services to be used in the 

developed information systems identify early in the life cycle?

Is preference given to products that have been evaluated and 

validated through one or more of the following sources: (i) the 

NIAP Common Criteria Evaluation and Validation Scheme; (ii) the 

International Common Criteria Recognition Arrangement; and/or 

Is the use of copyrighted software or shareware and personally 

owned software controlled and documented?

Are all Shareware or Freeware products assessed for security 

impacts, and explicitly approved for use?

What documentation requirements are necessary as a means of  

controlling changes that occur over the system's life?

Are there adequate administrator guides and/or manuals for the 

information system?

Do user guides and/or manuals provide, at a minimum, information

 on: (i) configuring, installing, and operating the system; (ii) making

 optimum use of the system’s security features; and (iii) identifying 

known security vulnerabilities regarding the confi

Is there a general user’s guide that describes the security 

mechanisms provided, supplies guidelines on how the 

mechanisms are to be used, and how they interact?

Is the Acquisition or outsourcing of dedicated information system 

security services such as: (i) incident monitoring, analysis and 

response; (ii) operation of information system security devices 

(e.g., firewalls); or (iii) key management services, support

If this system (or parts of the system) is a purchased commercial 

application, were security requirements identified and included in 

the acquisition specifications?
System Security Plan

How is the security plan approved by appropriate organization 

officials and incorporated into the information resources 

management strategic plan?  Explain the process?

How is the security plan reviewed and updated as needed to 

reflect current conditions, both on a regular basis every and 

whenever there are significant changes defined as to the 

information system, facilities, or other conditions that may impact 

Is there a set of rules that describes the security operations of the 

information system and clearly delineates security responsibilities 

and expected behavior of all system owners, users, operators, 

and administrators is in place?

Do Rules include the consequences of inconsistent behavior or 

non-compliance as well as all significant aspects of information 

system use, including policy on use of electronic mail?

Is there an explicit, documented access control policy that 

establishes the rules to be implemented to ensure only designated

 individuals, under specified conditions (e.g., time of day, port of 

entry, type of authentication, etc.) can: (i) access the info

Does the policy have provisions for periodic review of access 

authorizations?

Is there an explicit, documented accountability policy establishes 

the rules to be implemented to ensure that information system 

users can be held accountable for their actions as needed?

Is there an Accountability policy that describes: (i) purposes for 

accountability (e.g., deterrent, incident forensics, etc.); (ii) required

 granularity for accountability (e.g., to the granularity of individual 

users); and (iii) time period for which acc

Is there an explicit, documented contingency planning and 

operations policy that addresses critical aspects of contingency 

Is there an explicit, documented configuration management policy 

that establishes the rules to be implemented to ensure that 

organization’s track and control the hardware, software, and 

firmware components that comprise the information system?

Is there an explicit, documented incident response policy that 

addresses all critical aspects of incident handling and response 

consistent with NIST Special Publication 800-61?

Is there an explicit, documented security training and awareness 

policy addresses all critical aspects of security training and 

awareness?

Is there an explicit, documented physical and environmental 

protection policy addresses all critical aspects of physical and 

environmental protection consistent with General Services 

Administration policies, directives, regulations, and guidelines?

Is there an explicit, documented personnel security policy 

addresses all critical aspects of personnel security consistent with

 Office of Personnel Management policies, directives, regulations, 

and guidelines?

Is there an explicit, documented media protection policy that 

addresses all critical aspects of media protection to include: (i) 

media access; (ii) media labeling; (iii) media transport; (iv) media 

destruction and disposal; (v) media sanitization and clea

Is there an explicit, documented information system maintenance 

policy that addresses all critical aspects of hardware and software

 maintenance to include: (i) scheduling of periodic maintenance; 

(ii) maintenance tools; (iii) remote maintenance; (iv) main

Are security plans approved by appropriate organization officials 

and incorporated into the information resources management 

strategic plan?

Are security plans reviewed and updated as needed to reflect 

current conditions?

Has a Privacy Impact Assessment(s) been conducted?  If so, what

 is the date and number of this assessment?

What performance measures are in place to measure system 

security?  (e.g., level of system compromise, timeliness of user 

administration, overall system availability, etc)

Is the application software a copyrighted commercial off-the-shelf 

product or shareware? Has it been properly licensed and enough 

copies purchased for all systems?
Documentation

How is adequate documentation for applications and for in-house 

developed software, hardware, and firmware ensured?

Where is the documentation maintained?

How is the documentation controlled?

How are the guides and/or manuals provided and ensured to 

cover the configuration and installation?

How are guides and manuals ensured to make optimum use of 

the; systems security features?

What are the procedures to ensure the guides and manuals 

identify known security vulnerabilities regarding the configuration 

and use of administrative functions?
Risk Management

How is risk management handled?

How often is an assessment of risk to organizational operations 

and assets performed and documented?

What information connections does this system have to other 

systems?   (explain)

What actions are taken to ensure that the boundary definition is 

accurately reviewed periodically?   (explain)

What are the risks from third party connections and how are they 

documented?    (explain)

How is an inventory of information system assets accomplished?   

(explain)

How are identification and assessment of threat sources 

identified?    (explain)

Are standard risk assessment checklists in use?

What major vulnerabilities were found and what are the current 

plans for mitigating them?

Were there any independent reviews of security controls 

conducted in the last 3 years?  If so, what types of evaluations 

were performed and what were the major findings?  What actions 

were taken as a result?
Authorized Processing

Does management authorize in writing all connections to other 

information systems (including systems owned and operated by 

another program, organization, or contractor)?

How are the connections ensured compliancy with established 

organizational connection rules and approval processes?

Are trust relationships among hosts and external entities 

appropriately restricted?

How are the information systems that are not under the control of 

the same authorizing official connected to the system?

How are trusted relationships among hosts and external entities 

appropriately restricted?

What criteria is defined when the information system connections 

are to be disabled?

Is deployment of mobile code restricted based on its potential to 

cause damage to the information system if used maliciously?

Are the number of users who can access the information system 

from remote locations limited and is justification for such access 

documented, monitored, and approved by a designated 

organization official?

Are actions such as periodic monitoring taken to ensure that 

installed equipment does not include unanticipated dial-up 

Is explicit authorization to operate the information system is 

received prior to placing the system into operation (IAW 800-37)?

If the authorization decision is an interim approval to operate, is 

the authorization granted for a maximum time period?

Is an explicit plan for corrective action in-place, being effectively 

implemented, and monitored by the authorizing official?

Is reauthorization obtained prior to continued operation following 

significant information system changes?

Is reauthorization obtained at least every three years?

Are there certification and accreditation documents and a 

statement authorizing each system to process including the 

acceptance of residual risk?
Contingency Planning

Is there an official contingency plan for the organization that is 

published and available? If so, what is the date of original plan 

and last update?

Was the organization's contingency plan developed to be 

compliant with OMB policy and consistent with the intent of NIST 

What is the policy for updating the contingency plan?

Who is responsible for keeping the contingency plan up to date?

Does a policy exist requiring a contingency plan?  If so, what 

policy or policies?

Where is the contingency plan stored?

Who has access to modify or update the contingency plan?

Has the organizations/agency most critical and sensitive 

operations and their supporting computing resources been 

identified in the contingency plan?

Where in the contingency plan are the critical data files, frequency

 of required backup, and required operational procedures 

Are all of the required resources for supporting critical operations 

identified and documented in the contingency plan?

Have data processing priorities been identified and approved by 

management and all affected parties within the contingency plan?

When was the contingency plan last reviewed and approved by all

 affected parties?

In what section of the contingency plan is 

employee/contractor/vendor assignment of responsibility detailed 

and assigned for recovery operations?

Where in the contingency plan are detailed instructions for 

restoring operations included?

Describe data backup scheme and schedule.

Where are the data backups stored?

Who has access to the data backups?

Where is the data backup storage facility located?

Describe the procedures for requesting and ultimately restoring 

data files from the off site storage facility.

Where is the secondary site located (city and state)?

How often are backups taken to the off site storage facility?

Do you maintain system and application documentation at the 

secondary site or an alternate off-site location (in electronic or 

paper form)?

Describe how the alternate and/or secondary site is physically and

 environmentally protected from service disruption.

When was the last time the contingency plan distributed to all 

appropriate personnel?

Where is the alternate processing site located (city and state)?

Describe the contract or interagency agreement in place for the 

alternate processing site.

Describe how and what frequency employee's are trained on their 

roles and responsibilities in relation to the contingency plan.

What is the frequency for testing the contingency plan?

What was the last date the contingency plan was fully tested?

Do you have training exercises for testing the contingency plan 

and if so, how frequently?

Have training procedures been defined and documented for 

testing the contingency plan?

Where do you store backup copies of the system operating 

system and critical applications?

Describe travel and lodging plans for necessary personnel when 

operations are interrupted.

Describe your emergency physical access procedures to the 

alternate or secondary site under emergency conditions.

Describe your arrangements for alternate communications 

services when primary services are unavailable.

In the event of installing applications and operating systems on 

temporary systems, describe how you enable and restore the 

contingent system security controls.
System Maintenance

Describe the procedures for performing periodic maintenance of 

the information systems that comprise this system.

What is the frequency and schedule for performing system 

maintenance?

Describe the details that are captured in your maintenance log 

when a system or facility undergoes maintenance or repair.

What is your policy for requiring escorts to contractors/vendors 

performing system/facility maintenance and/or repair?

After maintenance or repair is performed on a system, describe 

how you ensure affected security controls are operating as 

Describe your policy for allowing network tools that are capable of

 monitoring or intercepting network data/traffic.

How do you test for malicious code or viruses if maintenance 

software is brought in for system repair or maintenance?

Describe your policy and procedures for reviewing and testing of 

computer-related media before it is released from the facility.

Does this system allow for maintenance from a remote (or 

contractor) site?

What is your policy for monitoring and logging of remote 

maintenance/diagnostic network connections?

Describe your procedures for reviewing logs of remote 

maintenance sessions.

Who is responsible for reviewing/monitoring of remote 

Does your policy define who is authorized to perform maintenance

 on the system?

Describe your procedures and checks for clearing all visual 

information or non-volatile media prior to system maintenance.

What is your requirement for providing system spare parts in order

 to maintain system availability?

When testing applications, what type of data is used to validate 

operations and functionality: live or fictitious?

How often are systems reviewed for known vulnerabilities and 

vendor patch levels?

Are there any audit trails for system hardware inventory 

management?
Incident and Emergency Response

How often is your incident response plan updated?

Who is responsible for keeping the incident response plan up to 

What frequency are system users trained on incident response 

matters such as: identification, containment, reporting and 

eradication?

How does your incident response plan check to ensure that the 

plan is being implemented as intended?

Do you have a dedicated incident response team?  If so, tell me 

about your IR team.  If not, how do you handle incidents?

How do you ensure identified security incidents are resolved to 

organization/agency satisfaction?

Describe your auditing and logging procedures during a security 

incident.

What information is an employee required to report if a security 

incident is suspected?  How do they report this and to whom?

Describe your intrusion detection system.

Who investigates suspected security violations?

How do you determine if a security incident needs to be reported 

to an external agency such as the Federal Computer Incident 

Response Center (FedCIRC)?

If it is determined that an employee is the source of the security 

incident, who determines the appropriate actions to take with the 

employee(s)?

Does your agency have a formal Help Desk?  If not, who provides 

this capability?

What role does the Help Desk fulfill in the realm of incident 

response and emergency incidents?

How do you ensure intrusion detection systems are properly 

configured and tuned to operate as intended?

How do you protect the system from malware and viruses?

Describe how core systems are updated with the latest virus 

definition files.

How frequently are intrusion detection system logs monitored for 

alerts?

Who monitors intrusion detection system logs and alerts?
Personnel Security

Are all employee/contractor positions assigned a 

criticality/sensitivity rating?

How do you ensure that procedures are being correctly applied 

and consistently followed when assigning criticality/sensitivity 

Describe your employee/contractor screening process for those 

that require system access.

Do you require employees/contractors to sign non-disclosure 

agreements?

How frequently are employee/contractor backgrounds 

Describe your exit interview procedures for employees that have 

been terminated or transferred.

How do you ensure all company property is returned by the 

employee/contractor for keys, identification cards, passes, etc.?

Describe how employee duties are separated to ensure least 

privilege and individual accountability.

Does each employee/contractor role have a documented job 

description on file with the human resources office?

Do all job descriptions accurately reflect assigned duties and 

responsibilities for each employee role?  If not, why?

How do you divide sensitive functions among different individuals?

Describe the mechanisms currently in place to hold users 

accountable for their actions.

Describe your policy and procedures for requesting, establishing, 

issuing, and closing user accounts.

Are any individuals allowed to bypass technical or operational 

controls at any time?  If so, provide an example.

Do you require employees/contractors to sign confidentiality or 

security agreements?

Are employees or contractors ever given access to a system prior 

to the completion of the relevant screening process?

Have individuals received background screenings appropriate for 

the position to which they are assigned?

What are the friendly and unfriendly termination procedures?
Physical Security

How has the organization identified and designated sensitive 

facilities and restricted areas or rooms containing computing 

systems or communications equipment that must be relied upon 

for the correct enforcement of the system security plan?

Who is responsible for periodically checking that the procedures 

for identification of sensitive facilities are being correctly applied 

and followed?

How do you maintain, monitor and manage access authorization 

to sensitive facility and restricted areas?

Describe how the organization defines physical security 

How do you control access to the main entrance of sensitive 

facilities and restricted areas?

Describe your authorization process before granting physical 

access to sensitive facilities and/or restricted areas.

Describe any real-time intrusion alarms/processes that you 

employ to monitor physical access to sensitive facilities and/or 

What is your process for granting and monitoring facilities access 

for visitor/contractor/maintenance people?

Describe how the organization controls physical access to 

transmission lines that carry sensitive or private data or voice 

transmissions.

Describe your policy and procedures for routine physical security 

of facilities and sensitive areas.

How does the organization securely store sensitive information 

(documents, media, etc.)?

Describe the access devices that the organization employs to 

control access to sensitive information and restricted areas.

Describe the temperature and humidity controls that are installed 

in areas where computing systems are stored and operated.

What type or monitoring and alert system does the organization 

have for preventing excessive temperature changes and excess 

humidity that could be damaging to computing equipment?

How does the organization maintain a safe level of power for 

critical computing systems?

Describe the short-term and long-term uninterruptible power 

supply for computing systems in the event of loss of primary 

Describe the existing controls for fire protection, lightening, water 

supply, etc as it related to critical computing systems.

Describe your record and accounting system for movement of 

hardware and computing systems in and out of your facility.

Does the organization have an alternate work site in the event of 

an emergency preventing access to the primary site?  If so, are 

the work site security requirements consistent with the intent of 

NIST SP 800-46?

Media Protection

Describe how the organization prevents unauthorized individuals 

from reading, copying, altering, or destroying information on paper

 or electronic media.

Describe the organizations media accountability and control 

mechanisms.

What is the organizations policy and procedure for destroying 

media (both electronic and paper)?

Describe how paper media is destroyed once it is determined that 

it is no longer needed.

What is the organizations policy and procedure for ensuring 

information and data is not left on information system when they 

are removed from the facility?

Describe how the organization records the input/output receipt of 

disposed media.

Security Training

What is the organizations policy for providing user awareness and

 training on information security?

How does the organization ensure all users are aware of system 

security requirements and responsibilities?

How frequently are all system users required to receive additional 

information security and awareness training?

Does/Do system(s) users have access to organizational security 

policy?

Does the organization provide in writing the rules of behavior for 

this system?

Describe the procedures for ensuring all users understand their 

duties and responsibilities for information security.

Is there system specific training for this system?  If so, how is it 

accomplished?  (e.g. OTJ, Classroom, CBT)

What privacy training is in place?
Audit Control

Are audit trails reviewed frequently and identified issues acted 

upon?  How often are the audit trails reviewed?

Are automated tools used to review audit records in real time or 

near real time?  If so, what tools?

Are security alerts and security incidents analyzed and remedial 

actions taken?

Are significant IT security weaknesses reported and effective 

remedial action taken?

Are the tracking, escalating, and closing of corrective actions 

effective?

Are audit trails used when sensitive inputs/outputs are 

received/transmitted?

Is all activity involving access to and modification of sensitive or 

critical files audited?

Do the audit trails provide a trace of user actions?

Can the audit trails support after-the-fact investigations of how, 

when, and why normal operations ceased?

Is access to online audit logs appropriately controlled?

Are the following parameters always part of any audit entry:  user 

ID, terminal ID, system name, action performed, date, and time?  If

 not, what is in the audit trail?

Can the audit trail be queried by user ID, terminal ID, application 

name, action performed, date and time, or some other set of 

parameters to run reports of selected information?

Is inappropriate or unusual activity investigated and appropriate 

action taken?

Are system actions linked to the user performing the action?

Are network access activity logs maintained and reviewed for 

inappropriate access?

Is there separation of duties between security personnel who 

administer the access control function and those who administer 

the audit trail?

Is certification testing of security controls conducted and 

documented?

Has each application undergone a technical evaluation within the 

past 3 years or when a significant change occurred to ensure that 

it meets applicable federal laws, regulations, policies, guidelines, 

and standards?

Are network access activity logs maintained and reviewed for 

inappropriate access?

Do the audit trails provide a trace of user actions?

Can the audit trails support after-the-fact investigations of how, 

when, and why normal operations ceased?
Data Integrity

Is all storage media physically controlled and safeguarded in the 

manner prescribed for the highest security category of the 

information ever recorded on it?

Is human-readable output marked with appropriate security 

labels?  Is each page marked or just the first page?

Does removable information storage media (i.e. hard drives, 

tapes, diskettes) contain external labels indicating the distribution 

limitations and handling caveats of the information?

What procedures are in place for media transport (received or 

delivered)?  Are checks performed to ensure these procedures 

are being correctly applied and consistently followed?

Are hard copy documents destroyed when no longer needed?

Are equipment removal procedures followed to ensure that all 

media, including internal disks, have been removed or sanitized?  

Are checks performed to ensure these procedures are being 

correctly applied and consistently followed?

What equipment or software is used to degauss or overwrite 

magnetic media containing organizational information?  Is this 

equipment or software periodically tested for correct performance?

How is removable media (e.g. CDs, Floppies) containing 

organizational information disposed of?

Is cleared or sanitized media, that previously contained 

information at a designated security category, reused at the same 

or higher security category?

Are audits logs used to track inputs and outputs from the 

information system?  If so, what is stored in the log?  How often 

are the logs reviewed?

Are audit logs used to track the removal or diposal of media and 

whether the information or media was properly sanitized?  If so, 

what is stored in the log?  How often are the logs reviewed?

Are reconciliation routines used by the system, i.e., checksums, 

hash totals, record counts?  What actions are taken to resolve any

 discrepancies?
Identification and Authentication

Who is responsible for setting up and maintaining the 

security/authorization process for this/these system(s)?

Are users authenticated uniquely by identity?

How are the users identified and authenticated to use the 

system(s)? (e.g. Password, Cryptographic Keys, Pass phrases, 

Biometrics, Memory Cards, Smart Cards)

What are the “Access Criteria” used in assigning rights to users 

who have access to the system in question? (e.g.  Roles, groups, 

location of client, trust, time, and transaction type).

How are passwords distributed?

Are passwords displayed when entered?

What are the requirements for password complexity (length, 

character set, etc)?

How often are passwords changed?

Is emergency and temporary access properly authorized?

Are access scripts with embedded passwords prohibited?

How are lost and compromised passwords handled?  By whom?

How many unsuccessful logins may a user attempt?

Does the system lock after a certain number of unsuccessful login 

attempts?  If so, how many attempts?

Are passwords prohibited from reuse for a specified period? What 

is the waiting period?

When are inactive user accounts disabled? By whom?

Are users instructed as to the proper methods of protecting their 

passwords? By whom? What are the procedures for properly 

protecting a password?

Are passwords encrypted?

Are password crackers/checkers used?
Logical Access Control

Is an organizational approved log-on banner displayed on the 

system warning unauthorized users that they have accessed a 

U.S. government system and can be punished for inappropriate 

Are accounts for inactive users disabled?

Is a user account locked or alarmed after a specified number of 

failed access attempts?

Are vendor supplied passwords replaced upon installation of all 

hardware and software?

Are trusted interactions with internal and external entities 

appropriately monitored and restricted?

Do access controls restrict users to authorized transactions and 

functions?

Is access to security software restricted to security administrators?

Are access control lists cryptographically protected (e.g. 

Do all systems remove screen contents from view and require 

user re-authentication after a nominal period of inactivity?

Are inactive user accounts monitored and removed when not 

needed?

Are guest and anonymous accounts authorized and monitored?

Are internal security labels used to control access to specific 

information types or files?

Is information access restricted at the logical view or field level?

Do logical access controls restrict user’s telecommunication? 

Are insecure protocols (e.g., UDP, ftp) disabled?

Can users securely access systems remotely?

Do network connections automatically disconnect at the end of a 

session?

Is dial-in access monitored to ensure only approved access?

Is access to telecommunications hardware or facilities restricted 

and monitored?

How are designated individuals, under specified conditions (e.g., 

time of day, port of entry, type of authentication, etc.) authorized 

access to the information system?

Do data owners periodically review access authorizations to 

ensure that they remain appropriate?

Are in-place safeguards operating as intended?

How is information about remote access mechanisms protected?

Is all remote access mediated through a Managed Access Control 

point?

Can a remote user change or modify information on a 

Is session lock functionality enabled on each system node? (e.g. 

Workstation, Terminal, Notebook, Computer)

Does system inactivity block further access to the system or node 

until proper authentication and identification procedures have 

taken place?

Are emergency or temporary accounts are automatically 

terminated, when there is no longer a need for them? E.g. Thirty 

After what period of time are inactive accounts terminated? How is

 this performed? (automatically?)

When are inactive accounts automatically disabled, when? E.g. 

Sixty days

Are controls such as least privilege and individual accountability 

incorporated into all IT operations?

Have security controls of each system and interconnected 

systems been reviewed?

Is there separation of duties between security personnel who 

administer the access control function and those who administer 

the audit trail?

Does management ensure that corrective IT security actions are 

effectively implemented?

Are security controls consistent with and an integral part of the IT 

architecture of the agency?

Does management initiate prompt action to correct deficiencies 

security and is the action successful?

Are mechanisms in place for holding users responsible for their IT 

security relevant actions?

Is all activity involving access to and modification of sensitive or 

critical files audited?

Is inappropriate or unusual activity investigated and appropriate 

action taken?

Are system actions linked to the user performing the action?

Does/Do the system(s) detect unauthorized access attempts?

System and Communications Protection

Do you employ a firewall?  What particular brand of firewall? 

(manufacturer, HW or SW based, type-packet filter or proxy?)

How often are patches applied to firewall? (i.e. firmware, software)

How often is the firewall audited/analyzed for anomalies?

Who maintains the firewall?

Does firewall admin have any other duties?  If so, what other 

Do you employ an Intrusion Detection System?  What is the brand

 name and version?  Is it network or host based?

Which host(s) does the host IDS monitor?

How often is the IDS updated?  What updates are performed 

(patches, signatures) and how often?

Who is responsible for administration or response to alarms from 

the IDS?  Does this person(s) have any other responsibilities?

Are VLANS set up?

If so what departments or groups are segregated by the VLANS?

Who is responsible for administration of the VLANS? Does this 

person perform any other duties?

What type of routers are employed (manufacturer name, model, 

SW name and versions)?

What ACL (access control lists) are set up on the routers? (Ask for

 a listing - can be supplied in documentation - be sure to ask for it)

which routing protocol is used?

Who administers the routers? how often are they updated?

Are routers tested before implementation?

Is there redundancy built into the routers?

Are proxies employed?  If so, what are they used for?

Are VPNs (Virtual private networks) employed?  What type of 

VPN(s) is/are in use?  If so, what type of encryption is used?  

What category of users accesses the VPN system?

what type of authentication is used to access the VPN?

Are any precautions taken against DoS attacks?  if so what 

precisely is done (look for SW/Firmware updates on addresses or 

signatures) to protect against DoS attacks?

Do the systems (servers and workstations) have virus protection 

software?  If so, what brand is it?  How often are the signatures 

updated?  Who updates the virus protection SW/HW?

Is dial-up used?  If so, what is the method of identification and 

authentication used for dialup?  Is it encrypted (VPN or other)?  Is 

it tested periodically for vulnerabilities?

Are boundary access points periodically tested for vulnerabilities?

Are incoming data streams filtered? (Look for port blocking, 

authorized access, downloaded hacker tools, etc.)

Is data encrypted when it is stored?  If so, what encryption 

(package or algorithm) is used?

When data is transmitted, is it encrypted?

What type of transmission is encrypted (mail, network 

management, etc.)?  What protocols (and encryption - if 

applicable) are used for this transmission?

Is a PKI system used?

Are user and system transactions made private, i.e. encrypted? 

(SSL etc)?

If applicable, when confidential files are deleted, are mechanisms in place to ensure that the data have been completely erased?  If so, what package or methods are employed?

Are privacy policies that are in effect posted at appropriate places 

(e.g. login screens, access forms, etc.)?
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	ITEM

#
	RISK QUESTION
	YES
	NO
	UNKNOWN
	COMMENT

	
	FACILITY ADMINISTRATIVE RISK
	
	
	
	

	1. 
	Is there an organization-level Information Security Officer (ISO)?
	
	
	
	

	2. 
	Does this Information Security Officer (ISO) have easy access to upper-level organization managers?
	
	
	
	

	3. 
	Is the Information Security Officer (ISO) organizationally separate from systems management organizations?
	
	
	
	

	4. 
	Is the Information Security Officer (ISO) organizationally separate from funds disbursement organizations?
	
	
	
	

	5. 
	Is the Information Security Officer (ISO) provided sufficient training to perform the assigned duties?
	
	
	
	

	6. 
	Is the Information Security Officer (ISO) assigned to information management committees and workgroups?
	
	
	
	

	7. 
	Is the Information Security Officer (ISO) made aware of information security related incidents? 
	
	
	
	

	8. 
	Is there an organization-wide information security policy?
	
	
	
	

	9. 
	Is the organization-wide policy reviewed and updated?
	
	
	
	

	10. 
	Are organization-wide information security program reviews performed?
	
	
	
	

	11. 
	Is there a facility-wide contingency (or disaster) plan?
	
	
	
	

	12. 
	Are information management services included in this plan?
	
	
	
	

	13. 
	Is this plan tested?
	
	
	
	

	14. 
	Are losses of information services included as scenarios in these tests?
	
	
	
	

	15. 
	Are environmental support systems (e.g., air conditioning, electrical power, fire detection, intrusion detection) included in facility-wide contingency plan tests?
	
	
	
	

	16. 
	Does the information security program submit its business continuity documents (i.e., risk assessments, contingency plans) into the overall facility disaster recovery program?
	
	
	
	

	17. 
	Is there a formal review and documentation of security problems uncovered in program assessments, contingency plan testing, and risk assessments?
	
	
	
	

	18. 
	Does upper-level organizational management certify facility information systems as adequate to protect confidentiality, data integrity, and availability of resources under its span of control?
	
	
	
	

	19. 
	Are all system resources (i.e., hardware, data, and software) centrally documented?
	
	
	
	

	20. 
	Does all organizational staff, including non-employees, who manage and use information resources, undergo background investigations, when required?
	
	
	
	

	21. 
	Does all organizational staff receive orientation in information security?
	
	
	
	

	22. 
	Does all facility staff receive periodic refresher training in information security?
	
	
	
	

	23. 
	Does all staff who manages or uses the facility’s information resources indicate in writing that they agree to the information security terms established in policy?
	
	
	
	

	
	FACILITY PHYSICAL RISK
	
	
	
	

	24. 
	Is there a facility-wide police/security service?
	
	
	
	

	25. 
	Is this service on duty at all times?
	
	
	
	

	26. 
	Is remote monitoring of restricted areas practiced in the facility?
	
	
	
	

	27. 
	Are indicators of intrusion into remotely monitored areas communicated to a constantly manned location?
	
	
	
	

	28. 
	Does the general public have access to your facility?
	
	
	
	

	29. 
	Are there areas within the facility that are restricted to authorized personnel?
	
	
	
	

	30. 
	Is there effective, or formal, communication between the information security officer and the security/police service (e.g., committees, meetings)?
	
	
	
	

	31. 
	Is the security/police service involved in the overall information resources planning procedure?
	
	
	
	

	32. 
	Is the security/police service part of information security-related incident handling procedure?
	
	
	
	

	33. 
	Is your facility in an area that is prone to flooding?
	
	
	
	

	34. 
	Is the excess water handling capability of your facility adequate?
	
	
	
	

	35. 
	Is your facility in an area that experiences significant or frequent seismic activity?
	
	
	
	

	36. 
	Is your facility in an area that experiences landslides or mudslides?
	
	
	
	

	37. 
	Is your facility in an area that experiences severe cyclonic storms, such as hurricanes, typhoons, and tornadoes?
	
	
	
	

	38. 
	Is your facility in an area prone to severe ice or snowstorms?
	
	
	
	

	39. 
	Is your facility in an area prone to naturally occurring fires (e.g., brush, forest, and chaparral)?
	
	
	
	

	40. 
	Is your facility in an area that experiences severe electrical storms?
	
	
	
	

	41. 
	Is the electrical supply utility your facility (grid power) uses generally safe from power spikes and surges?
	
	
	
	

	42. 
	Is your facility located in a high crime area?
	
	
	
	

	43. 
	Do the wiring, plumbing, and air handling of your building meet the standards for current applicable construction codes?
	
	
	
	

	44. 
	Is smoking allowed at your facility?
	
	
	
	

	45. 
	Is your facility near areas where hazardous materials (e.g., radioactive isotopes, toxic chemicals) are stored or manipulated?
	
	
	
	

	46. 
	Is your facility located on an airport approach/exit flight path?
	
	
	
	

	
	INFORMATION SYSTEM RISK
	
	
	
	

	47. 
	Is there an overall system manager (or system management staff) assigned administrative responsibility for this system?
	
	
	
	

	48. 
	Does the system manager (system management staff) understand the importance of security in all aspects of information infrastructure management?
	
	
	
	

	49. 
	Is the system manager (system management staff) trained in elements of information security as it relates to this system?
	
	
	
	

	50. 
	Is an information security officer assigned specific responsibility for ensuring the security of this system?
	
	
	
	

	51. 
	Is the information security officer part of this system’s management organization?
	
	
	
	

	52. 
	Is there a facility policy that covers the security of this system?
	
	
	
	

	53. 
	Is there a contingency plan documented for this system that reflects the system’s current configuration?
	
	
	
	

	54. 
	Is the contingency plan tested?
	
	
	
	

	55. 
	Is the contingency plan reviewed at least every three years?
	
	
	
	

	56. 
	Is there a system security review conducted at least every three years?
	
	
	
	

	57. 
	Is there a System Security Plan documented for this system?
	
	
	
	

	58. 
	Does a facility management official authorize processing for this system?
	
	
	
	

	59. 
	Are requests for background investigations on identified staff in sensitive positions documented?
	
	
	
	

	60. 
	Is there a procedure that documents removal of system resources (e.g., hardware, software, and data) from the premises?
	
	
	
	

	61. 
	Do personnel documents include an information security component that explains AIS security responsibilities?
	
	
	
	

	62. 
	Are “separation of duties” rules practiced on this system?
	
	
	
	

	63. 
	Are system managers trained in the use of the system’s security features?
	
	
	
	

	64. 
	Is the Information Security Officer (ISO) trained in the use and significance of the system’s audit features?
	
	
	
	

	
	PHYSICAL INFORMATION SECURITY RISK
	
	
	
	

	65. 
	Is the system on reliable electrical sources?
	
	
	
	

	66. 
	Is the system's electrical power monitored?
	
	
	
	

	67. 
	Are system management personnel immediately notified when power is interrupted?
	
	
	
	

	68. 
	Are system management personnel notified of planned power interruptions?
	
	
	
	

	69. 
	Is the system on an emergency power circuit?
	
	
	
	

	70. 
	Are all critical components of the system on uninterrupted power supplies (UPS)?
	
	
	
	

	71. 
	Are these UPS devices sufficient in number and capacity to provide reasonable time to perform graceful system shutdown?
	
	
	
	

	72. 
	Are the UPS devices tested to determine load, capacity, and reliability?
	
	
	
	

	73. 
	Is the system's environment provided with adequate environmental control?
	
	
	
	

	74. 
	Are all susceptible components in the system protected against electrical power surges and spikes?
	
	
	
	

	75. 
	Is hand-held fire suppression equipment available for systems management personnel?
	
	
	
	

	76. 
	Are plastic sheets available to protect critical system components from water?
	
	
	
	

	77. 
	Are the principal components (e.g., servers, routers, and hubs) adequately protected from unauthorized physical access?
	
	
	
	

	78. 
	Are the principal components (e.g., servers, routers, and hubs) of this system placed in a high visibility area?
	
	
	
	

	79. 
	Are the principal components (e.g., servers, routers, and hubs) of this system located adjacent to or under sources of water or other hazardous materials (e.g., chemical/radioactive/biological contaminants)?
	
	
	
	

	80. 
	Are the principal components (e.g., servers, routers, and hubs) of 

this system in facilities that are alarmed against smoke, fire, 

water, and intrusion? 
	
	
	
	

	81. 
	Are the principal components (e.g., servers, routers, and hubs) of this system in facilities that are protected with a fire suppression system?
	
	
	
	

	82. 
	Is the entire equipment list for this system documented and readily available?
	
	
	
	

	
	TECHNICAL INFORMATION SECURITY RISK
	
	
	
	

	83. 
	Does the system require all users to provide a UserID (e.g., VistA ACCESS code) before being allowed access to any system resource?
	
	
	
	

	84. 
	Is every system process running on behalf of a user associated with that user’s identity?
	
	
	
	

	85. 
	Can UserID be disabled and re-enabled?
	
	
	
	

	86. 
	Does the system automatically disable a UserID (e.g., require a password change) after a period of time?
	
	
	
	

	87. 
	Does the system provide a way to view the current status of UserID?
	
	
	
	

	88. 
	Does the system provide control over the number of multiple simultaneous logins for a single UserID?
	
	
	
	

	89. 
	Does the system provide a mechanism for authenticating the

 UserID (e.g., VistA VERIFY code, password)?
	
	
	
	

	90. 
	Does the system appear to perform the entire UserID/password process even if the UserID or the password was invalid?
	
	
	
	

	91. 
	Is the UserID/password database protected from unauthorized access and modification?
	
	
	
	

	92. 
	Does the system encrypt passwords?
	
	
	
	

	93. 
	Is the system password encryption program readable?
	
	
	
	

	94. 
	Does the system suppress clear text representation of passwords as they are typed?
	
	
	
	

	95. 
	Does the system prevent the use of null passwords?
	
	
	
	

	96. 
	Does the system allow users to change his/her passwords?
	
	
	
	

	97. 
	Does the system deny users the ability to reuse passwords?
	
	
	
	

	98. 
	Does the system’s password management mechanism enforce the choice of “hard” passwords (e.g., minimum length, non-alphanumeric characters)?
	
	
	
	

	99. 
	Does the system allow users to end their sessions explicitly and deny access to the system without re-login (e.g., lock keyboard, log-off)?
	
	
	
	

	100. 
	Does the system enforce an automatic log-off after a specifiable period of time?
	
	
	
	

	101. 
	Does the login procedure end after a specifiable number of login attempts have failed?
	
	
	
	

	102. 
	Does the system allow display of a login advisory indicating, for example, the consequences of unauthorized access?
	
	
	
	

	103. 
	Upon successful system access, are users provided information about their last login?
	
	
	
	

	104. 
	Is access to every system resource based on authenticated UserID?
	
	
	
	

	105. 
	Does a user session allow users to change identities?
	
	
	
	

	106. 
	Does the system provide a list of system resources and those UserIDs that have access to those resources?
	
	
	
	

	107. 
	Does the system, by default, enforce least privilege principles?
	
	
	
	

	108. 
	Does the system support secure overwriting of storage media?
	
	
	
	

	109. 
	Does the system enforce a user privilege mechanism that controls access to all system resources?
	
	
	
	

	110. 
	Does the system support recording of a security audit trail?
	
	
	
	

	111. 
	Does the audit mechanism associate UserIDs with access date-time, type of event, success/failure of transaction, terminal location, object name, and general description of modifications?
	
	
	
	

	112. 
	Is the audit trail database protected from unauthorized access?
	
	
	
	

	113. 
	Is access to security audit features controlled?
	
	
	
	

	114. 
	Does the system allow definable audit parameters?
	
	
	
	

	115. 
	Does the system allow the capture of user activities in real-time

 (e.g., keystroke monitoring)?
	
	
	
	

	116. 
	Does the system allow the reporting of specified system events in real-time (alarms)?
	
	
	
	

	117. 
	Does the system provide the means to detect changes in software?
	
	
	
	

	118. 
	Do installation, modification, and replacement of software require system manager privilege?
	
	
	
	

	119. 
	Does the use of system maintenance, configuration, and repair software require system manager privilege?
	
	
	
	

	120. 
	Does the system provide mechanisms that verify the integrity of data in storage?
	
	
	
	

	121. 
	Does the system provide a mechanism for detecting storage space consumption?
	
	
	
	

	122. 
	Does the system provide recovery to the secure state after system failure?
	
	
	
	

	123. 
	Does the login screen make any use of the word "welcome" or in other ways encourage unrestricted privilege?
	
	
	
	

	124. 
	Does the login screen communicate that misuse of the system is a crime?
	
	
	
	

	125. 
	Does the login screen communicate that by using the system, users agree to submit to keystroke monitoring/other auditing?
	
	
	
	

	126. 
	Is the password lifetime field set to 90 days or less?
	
	
	
	

	127. 
	Have default UserIDs/passwords been changed?
	
	
	
	

	128. 
	Do all logical pathways into the system enforce an orderly login procedure?
	
	
	
	

	129. 
	Are individual system manager accounts established at the operating system level?
	
	
	
	

	130. 
	Is the distribution of special system privilege under the complete control of the IRM staff?
	
	
	
	

	131. 
	Are attempts to resolve problems at the system’s operating system performed by persons with experience and knowledge in those procedures?
	
	
	
	

	132. 
	Are modifications to low-level data or file structures, applications, or directly to databases performed by limited numbers of trained persons?
	
	
	
	

	133. 
	Are modifications by inexperienced persons (e.g., trainees) or involving "new" or unfamiliar techniques undertaken in a "safe" or test environment prior to installation into a production environment?
	
	
	
	

	134. 
	Does the system provide support for data backup and restoration?
	
	
	
	

	135. 
	Are all databases copied to alternate media (backed-up)?
	
	
	
	

	136. 
	Does backup include dynamic or critical subsets of the "main" database?
	
	
	
	

	137. 
	Is operating system and application software retained and securely stored as part of a backup resource?
	
	
	
	

	138. 
	Is a "compare" of the backup data and the working database performed as part of each backup session?
	
	
	
	

	139. 
	Is each backup session reviewed to determine the success of the procedure?
	
	
	
	

	140. 
	Is a test restore performed periodically to ensure the reliability of the whole backup-restore procedure?
	
	
	
	

	141. 
	Is a complete set of system documentation part of the backup resource?
	
	
	
	

	142. 
	Are all backup media stored off-site in an area not likely to suffer the same fate as this system?
	
	
	
	

	143. 
	Are all backup media resources protected against environmental hazards, theft, loss, or other misadventures?
	
	
	
	

	144. 
	Do systems management personnel have easy access to backup media?
	
	
	
	

	145. 
	Do systems management personnel understand any "journaling", “mirroring", or "shadowing" processes as they are practiced for the system?
	
	
	
	

	146. 
	Is the proper functioning of the "journaling-mirroring-shadowing" process periodically determined?
	
	
	
	

	147. 
	Are the "dejournaling-mirroring-shadowing" processes periodically tested?
	
	
	
	

	148. 
	Do experienced systems personnel make all hardware deployments and modifications?
	
	
	
	

	149. 
	Is adequate “outside” expertise available to systems managers for assistance in recovery efforts?
	
	
	
	

	
	INTERNET GATEWAY/FIREWALL RISKS
	
	
	
	

	150. 
	Does your facility information infrastructure connect to a network that is not owned and operated by the Air Force?
	
	
	
	

	151. 
	Have you installed a firewall between your facility network and the “remote” connection?
	
	
	
	

	152. 
	Does your firewall system deny access to all services by default?
	
	
	
	

	153. 
	Can your firewall generate audits for all traffic and notify you of potential unauthorized accesses or other breaches?
	
	
	
	

	154. 
	Is the firewall’s audit database protected from unauthorized access?
	
	
	
	

	155. 
	Is access to security audit features controlled?
	
	
	
	

	156. 
	Does the system allow definable audit parameters?
	
	
	
	

	157. 
	Is the firewall physically located in a restricted area?
	
	
	
	

	158. 
	Is there a policy that deals specifically with Internet Access?
	
	
	
	

	159. 
	Have you clearly communicated to all individuals accessing the Internet what their rights and responsibilities are?
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